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Post Office Protocol version 3 - POP3 S5 5
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Internet Message Access Protocol - IMAP <5 5
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Simple Message Transfer Protocol - SMTP
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Mail access protocols

@ user
J? agent

0 SMTP: delivery/storage to receiver’s server
O Mail access protocol: retrieval from server
© POP: Post Office Protocol [RFC 1939] POP3 version 3
* authorization (agent <-->server) and download
O IMAP: Internet Mail Access Protocol [RFC 1730]
* more features (more complex)
* manipulation of stored msgs on server
9 HTTP: Hotmail , Yahoo! Mail, etc.

sender’s mail receiver’s mail
server server

' Email Protocol |
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Bob's mail server SMTP commands and Alice's mail server
(SMTP client) replies (SMTP server)

1- Send an EHLO 2- Receive an EHLO

message message and respond
appropriately

3- Iﬂ.El'ItlfY the sender MAIL FROM: =Bob@gmail.com=
to Alice's SMTP server 4- This sender is OK

with me
5- Identify

the recipient to Alice's RCPT To: <Alice@yahoo.com>
SMTP server

6- This recipient is OK
with me
7- 1 am about to send

you the email 8- 1am ready. Send
message, ready? message, end with “.”
on a line by itself

9- Send message one Email message line by line
line at a time. 10- | accept the
Terminate with a "." s message for delivery

250

11- Terminate this

12- Closing
connection

session
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SMTP Sender SMTP Receiver
1. Establish TCP
Connection To Receiver | (TCP)
Send 220 "Ready” Reply
200 = |
3. Receive "Ready” Reply, |&—
Send EHLO Command — o
~—————p] 4. Receive EHLO, Send 250
"OK" Reply With List Of
250 —=—="1 Supported SMTP Extensions
5. Receive "OK" Reply, &—(Extension List)
Process Acceptable
Extensions; Connection Open
oy —
(Mail Transactions) P : (Mail Transactions)
= =R
-
i. Done With Mail Transfers,
Send QUIT Command RQU!T
T~ ii. Receive QUIT, Send 221
"Goodbye” Reply, Close
. wm——""| Transmission Channel
iil. Receive "Goodbye" Reply, | o 221

Close Transmission Channel
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Sender (client) Receiver (server)

establishes commectiom

+———— 220 #server—domaime Service Ready
HELO «sender—domaine ——————»

—— 250 wserver—domaime 0K
MAIL FROM:<reverse—pathe —»

+«— 250 0K
RCPT TO:«forward"pathe —e

+«— 250 0K
DATA >

e 354 Start mail input,

end with <«CRLF».«CRLF»

limel >
1ine2 -
lastline >
ACRL Foe , wCRLF» -
+— 250 O
QuUIT >

+— 221 =wervers Closing Connection

L I o < v I e T e R = I e T Y s T A e O o R o TR

THUNDERBIRD

: 220 smtp.srv.com

EHLO [192.168.56.1]

: 250 smtp.srv.com

: MAIL FROM:<from@example.com>
: 250 2.1.0 Ok

: RCPT TO:<to@example.com>

: 250 2.1.5 0Ok

DATA

354

Message.
<CR><LF>.<CR><LF>

: 250 2.0.0 Ok
: QUIT

221 2.0.0 Bye

L T e TR ot T e o I s o

eI o T o TR TR o |

BOT

: 220 smtp.srv.com

: HELO my.example.com

: 250 smtp.srv.com

: MAIL From: <from@example.com>
: 250 2.1.0 Ok

: RCPT To: <to@example.com>

: 250 2.1.5 ok

DATA

: 354

L LL

Message.
<CR><LF>.<CR><LF>

: 250 2.0.0 Ok
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zternet Protocol Version 4, Src: 10.100.16.200 (10.100.16.200), Dst: 10.100.185.66 (10.100.185.66

Version: 4

Header length: 20 bytes

Differentiated Services Field: Ox00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not ECN-Capable Transport))

0000 00.. = Differentiated Services Codepoint: Default (0x00)

...... 00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport) (0

Total Length: 1420

Identification: 0x126d (4717)

Flags: 0x02 (Don't Fragment)

0....... = Reserved bit: Not set

.1...... = Don't fragment: Set

..0. .... = More fragments: Not set

ragment offset: 0

Time to live: 255

Protocol: TCP (6)

Header checksum: 0x98ad [correct]

[Good: True]

[Bad: False]

Source: 10.100.16.200 (10.100.16.200)

Destination: 10.100.185.66 (10.100.185.66)




TCP Header
Source Port Number Desitnation Port Number
/ Sequence Number
Acknowledgement Number
Data O Reserved Flags ACK URG RST SYN etc. Window Size
Checksum Urgent Pointers

uence number: 1381 (relative sequence number)

Next sequence number: 2761 (relative sequence number)]
Acknowledgement number: 1 (relative ack number
Header length: 20 bytes
Flags: 0x10 (ACK)

000. .... .... = Reserved: Not set
...0........ = Nonce: Not set
we O... ... = Congestion Window Reduced (CWR): Not set
wees .0.. ... = ECN-Echo: Not set
wee 0. ... = Urgent: Not set
we eel .o = Acknowledgement: Set
<. .oer 0... = Push: Not set
... .... .0.. = Reset: Not set
weeeweee .0, = Syn: Not set
... ....0=Fin: Not set s
Window size value: 4380
culated window size: 4380]
ndow size scaling factor: 1]
Checksum: Oxfd18 [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
[SEQ/ACK analysis]
[Bytes in flight: 2760]
Data (1380 bytes)
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Ethernet Il, Src: FSNetwor_d1:96:c4 (00:01:d7:d1:96:c4), Dst: Cisco™23:a9:80 (00:12:09:23:39:80)
| Destination: Cisco_23:a9:80 (00:12:00:23:29:80)

Address: Cisco_23:a9:80 (00:12:00:23:a9:80)

o0 .iie veee e o = |G bit: Individual address (unicast)

weee 001 wevs vune e .ew = LG Dit: Globally unique address (factory default)
Source: FSNetwor_d1:96:c4 (00:01:d7:d1:96:c4)

Address: FSNetwor_d1:96:c4 (00:01:d7:d1:96:c4)

o0 eeee vevewee oo = |G bit: Individual address (unicast)

weee i0 cie veee e ... = LG bit: Globally unique address (factory default)

Type: IP (0x0800)

Ethernet




AP TCP o s 1o Jolss
SMTP &Ml 4 Ethernet

Ethernet Frame

—— \ i g
Ethertype (type of protocol):
Ethertype (PN): 0x8892
Ethertype (IP): 0x0800 <
EtherType (ARP): 0x0806
EtherType (IPV6): 0x86DD

HTTP | SNMP | Socket | PROFINET

TCP/UDP 2
IEEE EtherType T IEEE EtherType
0x0800 IP i 0x8892

Ethernet
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